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ABSTRACT 

Indeed, the emergence of the bank's digitalization process does not necessarily eliminate the possibility of errors 

in its operation., both intentional and unintentional errors, one of the intentional errors is Fraud and/or 

cybercrime (as a crime that occurs through or on computer networks on the internet) in electronic services from 

this digitalization, which causes losses to other parties in the case of Digital Banks is the customer. Therefore, 

the purpose of this paper is to analyze the Security System of Digital Banking Services and Responsibility for 

Electronic Transactions of Digital Banking Services. In analyzing, the juridical-normative research method is 

used. The results showed that the realization of legal protection against customers for fraud or cybercrime that 

occurs in Digital Bank transaction activities can be seen from how the efforts of the government and the 

Authority in the Financial Services sector regulate and limit various interests and powers so that they do not 

collide with each other and are optimally organized. Commercial Banks are required to carry out their business 

activities prudently and implement Good Corporate Governance, Risk Management, and Consumer Protection 

will be better prepared to face various kinds of risks arising from the provision of Mobile Banking services, 

because if this is not done, the loss will be felt not only by service users but the Commercial Bank itself as a 

service provider, as can be seen in the case example in the decision. 
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1. INTRODUCTION 

Basically, a bank is a business entity whose function is to collect and distribute public funds 

in the form of credit and/or other forms in order to improve the standard of living of the wider 

community. (Fure, 2016) As a financial services institution, banks manage their business by collecting 

funds from the public (funding), then distribute the funds to communities in need (financing/lending) 

and facilitate customers by providing effective and efficient payment mechanisms and tools (banking 

services). With this, banks can be useful as a source of increasing the flow of funds for productive 

investment. 

As time goes by, competition is increasingly emerging in the Indonesian banking industry. 

Globalization indirectly forces the banking sector to follow the flow of changes in information 

technology and telecommunications. This phenomenon certainly stimulates banks in Indonesia to 

develop the quality of products and services they wish to distribute to their customers by utilizing 

information technology knowledge. Digitalization is not an option for banks, but rather an urgent 

matter that must be pursued and implemented. 
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Banking efforts to improve information technology through services to customers indirectly 

direct banks to a new era, namely the era of digital banking. (Paulus, 2019) The real manifestation of 

digital banking services (digital banking) can now be seen starting from opening an account, closing 

an account, to electronic-based financial transactions. Innovation and service provision as well as 

various strategies that emerge as a result of the use of information technology are not only aimed at 

standing tall against high competition, but also aim to make transactions easier for bank customers. 

Customers can easily access various banking services and products just via their mobile phone. 

In supporting non-cash transactions, Bank Indonesia has also made moves to form provisions 

regarding payment system regulation, namely by issuing Bank Indonesia Regulation No. 

22/23/PBI/2020 concerning Payment Systems (“Payment System PBI”) which came into effect on 

July 1 2021. This PBI was prepared with the hope that it will produce effective and responsive 

payment system provisions including all aspects of payment system implementation in order to 

prioritize economic development and digital finance. (Emanuella, 2021) 

The developments occurring in the banking sector are not without regulations that support the 

successful implementation of digital banking services. Law plays an important role in continuing to 

maintain harmony in a country, especially in important sectors which are pillars of the country's 

growth. Therefore, it is appropriate for law to develop along with advances in technology and 

information science. Financial Services Authority Regulation Number 12/POJK.03/2018 concerning 

the Implementation of Digital Banking Services by Commercial Banks ("POJK No. 

12/POJK.03/2018") is the main step that has been taken by the government in regulating electronic-

based banking activities. This is stated as a progressive step from the Financial Services Authority 

("OJK") which plays an important role in providing digital banking services by commercial banks, 

especially to accommodate customer needs. (Reka Dewantara, 2022) 

As regulated in POJK No. 12/POJK.03/2018, Electronic Banking Services are "services 

provided by the Bank for its customers to obtain information, communicate and carry out banking 

transactions via electronic media." Then, Digital Banking Services themselves are defined as 

"electronic banking services designed to optimize the use of customer data in order to provide services 

to customers that are faster, easier and according to their needs (customer experience) and can be 

accessed independently by customers, while still upholding security aspects." 

Behind that, the existence of digital banking welcomes technological innovation which can be 

used as a forum for banks to channel their creations. Especially for the growth of banks which should 

offer a variety of new product choices in carrying out banking activities ranging from payments, fund 

transfers, to investments. The transformation that has occurred has improved the quality of banking 
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services, especially in creating opportunities for bank customers to obtain more information, 

communicate, register, open accounts, banking transactions and close accounts, including obtaining 

other information and transactions outside of banking products, including advice. finance (financial 

advisory), investment, electronic-based trading system transactions (e-commerce), and other needs. 

(Putera, 2020) 

With these changes in banking facilities and methods, the need for a legal umbrella that can 

protect customers and banks also accompanies it in order to prevent or resolve problems that 

increasingly arise in the future. In order to provide legal protection for customers regarding obstacles 

and irregularities that occur in digital banking activities, Article 21 paragraph (1) POJK No. 

12/POJK.03/2018 regulates that banks that provide electronic or digital banking services are obliged 

to uphold the principles of consumer protection as regulated by statutory provisions regarding 

consumer protection in the financial services sector. 

Digital banking providing color in every financial activity of its customers. Apart from 

having convenience that can make customers feel benefited, this digital banking service is not free 

from gaps in the emergence of problems that will later be faced by banks. Every change will 

definitely give rise to new risks. In this case, these risks can be risks related to the bank's daily 

operations, as well as risks to the bank's reputation in the public eye. In banking transaction activities 

via digital services, it is not uncommon for legal problems to arise which can be detrimental to the 

parties. Legal problems that are often encountered through digital banking services relate to 

information system security. With these facts, the security factor is important and needs to be 

considered. A strong security system can support and streamline all service activitiesdigital banking. 

(Hidayat, 2021) 

In business relationships that exist between banks and customers, banks should prevent the 

occurrence of various risks by fulfilling obligations for banks to identify, authenticate and verify 

customer information and supporting documents. In order to comply with regulations issued by Bank 

Indonesia regarding the principle of knowing your customer, Bank Indonesia intends for banks under 

it to know the identity of customers as a form of anticipating various risks and of course forming the 

foundation for a strong security system defense. Also related to the application of the Prudential 

Principle in Banks (prudential banking) which is closely related to banking transactions, one effort to 

ensure that this principle can be implemented is to apply the Know Your Customer Principle. 

(Rahman, 2022) 

In particular, the verification stage in digital banking is needed to measure customer truth and 

compatibility. The identity verification process should be carried out before carrying out financial 
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transactions. Generally, verification can be done face to face and without face to face. Currently, face-

to-face verification methods can be carried out in several ways, namely: Directly (face to face); or 

Using bank-owned software with bank-owned hardware; or Using hardware belonging to customers 

and/or potential customers. Meanwhile, non-face-to-face verification is carried out using the bank's 

software with the bank's hardware or the customer's and/or prospective customer's hardware. The 

digital banking security models currently implemented through internet banking include:Digital 

Certificates, One Time Password (OTP), Browser Protection, Virtual Keyboards, Device Registering, 

Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA), Short 

Message Service (SMS), Device Identification, Positive Identification, Pass-Phrase, dan Transaction 

Monitoring. (You too, 2021) 

Based on the description above, the actual emergence of various Digital Banks does not 

necessarily eliminate the possibility of mistakes or errors occurring in their operations, whether 

intentional or unintentional errors, one of which is deliberate error.Fraud and orcybercrime (as crimes 

that occur through or on computer networks on the internet) in the electronic services of this 

digitization,Fraud is a form of error that can be defined in various ways and is different in each 

field.Fraud in the financial services sector itself, it can take the form of irregularities, cheating, 

deception, and/or unlawful misuse for personal or group gain and/or legal entities which cause losses 

to other parties in the case of Digital Bank customers. 

Shapesfraud and/orcybercrime which can cause losses to customers may arise either from the 

Bank or from other irresponsible parties. As a new entity, of course there are many possibilities for 

implementation ineffectiveness, operations that are not up to date, supervision that is still lax, and the 

level of compliance with crucial matters that is still not up to date, so there is a need for legal 

protection for customers who use and/or carry out their banking transactions through This Digital 

Bank. Losses caused byfraud and orcybercrime This is not a small loss and can be ignored, the 

increase in crime has caused many customers to experience it 

  

2. RESEARCH METHOD 

The type of method used in this research is the normative legal research method. The 

normative legal research method is a procedure for finding legal rules, legal principles and legal 

doctrines to answer the legal problems faced. (Marzuki, 2017) The approach used in this writing is the 

statutory approach or statute approach, namely an approach through the use of legislation and 

regulations and also paying attention to the hierarchy and principles in statutory regulations. 

(Achmad, 2015) Then, this research uses a conceptual approach (conceptual approach) because one 
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part of this research will begin by identifying existing doctrinal principles or views to then generate 

new ideas. This normative legal research is descriptive in nature as part of legal science activities to 

explain the law. Only facts are the primary legal material for explaining the law. Making decisions 

about law in the legal field. (Rahayu, 2020) 

  

3. RESULTS AND DISCUSSION 

Digital Banking Service Security System 

The operation of digital banking services certainly creates various risks and new problems for 

customers and also the organizing bank. Currently, there are no statutory regulations that specifically 

regulate digital banking services. However, in its implementation it still refers to Law Number 7 of 

1992 concerning Banking as amended by Law Number 10 of 1998 ("Banking Law"). Organizing 

banks must continue to comply with the Banking Law in various aspects, starting from businesses in 

the form of commercial banks, implementingprudential banking, and protect customers' personal data. 

In essence, technical supervision and guidance of banking operations as regulated in Law 

Number 7 of 1992 concerning Banking as amended by Law Number 10 of 1998 is carried out by 

Bank Indonesia. According to Law Number 23 of 1999 concerning Bank Indonesia ("BI Law"), the 

banking supervision function which was previously the authority of Bank Indonesia will be 

transferred to a special institution, namely the Financial Services Supervisory Agency which was 

formed in 2002, this institution is based on law to then supervise business activities carried out by 

financial institutions operating in Indonesia. (Wahjusaputri, 2018) However, on December 31 2013, 

Bank Indonesia and the Financial Services Authority signed a Minutes of Handover (BAST) on the 

transfer of bank regulatory and supervisory functions from Bank Indonesia to the Financial Services 

Authority ("OJK"). So with this, the authority to regulate and supervise banks by the OJK includes: 

determining licensing procedures (right to license); set conditions (right to regulate); supervise banks 

directly and indirectly (on-site and off-site supervision); impose sanctions (right to impose sanction); 

carry out an investigation (right to investigate); and carry out consumer protection (right to protect). 

(Wahjusaputri, 2018) 

Likewise for banks that provide digital banking services, based on POJK No. 

12/POJK.03/2018, "Banks that provide Electronic Banking Services or Digital Banking Services, are 

required to implement risk management, prudential principles, and fulfill the provisions as regulated 

by statutory regulations." Basically, banks that provide technology and information-based banking 

services are obliged to prioritize security aspects. This is clearly stipulated that "Banks are obliged to 
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apply the principles of controlling the security of customer data and transactions from Electronic 

Banking Services in every electronic system used by the Bank". 

In general, security is a condition that frees oneself from fear or anxiety. Information security 

is a process that is deliberately designed and implemented to protect information from unauthorized 

access, use or misuse. In the banking service system, security is a fundamental factor, especially in 

generating a sense of trust from customers and the public in the good name of the organizing bank. 

This digital banking service has a very wide network and has provided effectiveness for its users and 

administrators. However, new risks have emerged that threaten the security of using this banking 

service. Therefore, protection is needed against various types of security attacks. Based on Budi 

Rahardjo's view, in the security system planning process it is necessary to evaluate and maintain 5 

(five) basic components, including the following: (Rahardjo, 2017) 

1. Confidentiality. Confidentiality or confidentiality in a security system is a factor that can only 

be accessed by authorized people. Therefore, banks providing digital banking services need to 

carry out regular checks so that information kept confidential by customers cannot be accessed 

by unauthorized parties; 

2. Integrity. Integrity is that changes are not permitted if they are not permitted by the entitled 

party. This is related to preventing parties who attempt to modify information that they do not 

have the right to. In digital banking services, this component is where authorization from the 

customer is required; 

3. Availability. Availability is that the necessary information can be used, or in other words the 

information can be accessed when needed. If systemnot available, then it can cause losses. As 

isavailability, the organizing bank can prevent control of information by unauthorized parties. 

This component provides assurance that the service system can be accessed by authenticated 

customers whenever the information is needed; 

4. Authentication. Authentication generally used as an opening route for providing information. 

This process is used to prove that someone is who they claim to be. Generally, customers use 

this authentication aspect for their ATMs or accounts. Where to access the ATM or account you 

have to go through an authentication process that only you know. Like using userid,password, 

or PIN. Currently, authentication has developed with more sophisticated programs using only 

fingerprints orfacial recognition owner customers; And 

5. Non-repudiation. Non-repudiation functions to make customers unable to deny that they have 

made a transaction. Generally, it is done withdigital signature or by telephone. 
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In order to provide maximum security aspects, coordination is required between the 

organizing bank and user customers. This is intended to maintain the security system in transactions 

in digital banking services. The following is a system that can be provided by the bank to maintain the 

security of customer use of services: 

1. SystemCryptography 

This system is generally known as a password system which uses numbers as keys. This 

system is intended to protect customer financial information; And 

2. SystemFirewall 

This system is used to prevent unapproved parties from entering protected areas or in this case 

customer financial information. Systemfirewall will hold back intruders with more complex options. 

In Article 15 paragraph (5) POJK Number 12/POJK.03/2018 concerning the Implementation 

of Digital Banking Services by Commercial Banks ("POJK 12/POJK.03/2018"), banking service 

providers are obliged to implement 2FA in a transaction. The bank must provide at least 2 (two) 

layers of security either based on the partnership agreement or on behalf of the bank itself. Then, the 

form of 2FA security must be in accordance with the plan for providing digital banking services by 

Commercial Banks as stated in Appendix A POJK 12/POJK.03/2018 Number 6 letter (A). Banks 

must determine the form of 2FA that will be used as a security layer for their services. It needs to be 

underlined that what is mandatory to implement according to POJK 12/POJK.03/2018 is the use of 

2FA. However, the form is free. Among them are such asface recognition, OTP code, token, 

independent data entry, and so on. So, if the OTP code is used as an application of 2FA, this is very 

permissible. In fact, currently OTP codes are very common and easy to find on almost all digital 

banking services. 

The Bank's obligations exist from the initial stage, namely planning, and not when the service 

is already running. For example, BNI wants to create BNIMobile Banking. When you want to apply 

for permission to launchMobile Banking Accordingly, BNI must explain what 2FA will be used in 

BNIMobile Banking along with procedures, rules, security, and so on. When there are changes, for 

example adding features to access BNI Mobile Banking, BNI must apply for permission again. This is 

principled because it is related to consumer protection. 

Responsibility for Electronic Transactions of Digital Banking Services 

Behind the convenience obtained from using digital banking services, of course there are risks 

that can harm customers. Many legal violations were found, especially those related to customer 

personal data. Moreover, it is not uncommon to find customers who suffer financial losses due to the 

actions of irresponsible parties (technology and information criminals) which ultimately requires the 
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banking industry to build a very high level of security in order to maintain trust and reputation in the 

community that digital banking services provide. it is safe to use. (Raditio, 2014) In this regard, legal 

protection is needed for customers using digital banking services in order to protect customers' rights 

as consumers in banking services. 

The Banking Law should not regulate provisions regarding legal protection for bank 

customers in detail. There is a little explanation that states that banks must provide information about 

risks arising from transactions carried out by customers through the bank, but there is no 

understanding that explains how banks must protect customers' interests as a whole. The government 

considers that customers are consumers in the banking industry, so the regulations are indirectly 

included in the Consumer Protection Law. 

On the continuity of the payment process in the Digitalization Process inMobile Banking For 

legal protection for customers, regulations regarding legal protection for user customers refer to Bank 

Indonesia regulations. Where the organizing bank is required to provide a reliable system and be 

accompanied by the provision of facilities that make it easier for consumers to obtain information. In 

fact, there is Chapter IV specifically to require banks to carry out outreach and education regarding 

the implementation of consumer protection. This regulation also regulates the complaint mechanism 

that must be provided to consumers, which includes receiving complaints, handling and resolving 

complaints, and monitoring them. The Organizing Bank is also required to follow up and resolve 

complaints submitted by consumers. 

More specifically, in providing digital banking services, the OJK also plays a role, as the 

authorized authority to carry out regulatory and supervisory functions in pursing regulations regarding 

legal protection for bank customers. This action is of course based on the OJK Law which states that 

the OJK provides consumer complaint services in the financial services sector and "further provisions 

regarding consumer and public protection are regulated by OJK Regulations ("POJK")."108 On the 

basis of these provisions, the OJK issuedBOY regarding consumer protection in the banking sector, 

including POJK No. 6 /POJK.07/2022 Concerning Consumer and Community Protection in the 

Financial Services Sector which states that "consumer protection in the financial services sector aims 

to create a reliable consumer protection system, increase consumer empowerment, and raise 

awareness of financial services business actors regarding the importance of consumer protection so as 

to increase public trust." 

OJK also issued provisions regarding consumer protection, namely POJK No. 

18/POJK.07/2018 concerning Consumer Complaint Services in the Financial Services Sector. The 

outline of this regulation is a provision which states that if the complaint service does not reach the 
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midpoint, then the problem can be resolved by filing a lawsuit through the courts or Alternative 

Dispute Resolution Institutions determined by the List of Alternative Dispute Resolution Institutions 

(non-court channels) that have been previously determined by OJK. 

For problems such as fraud, embezzlement and other criminal acts, criminal justice charges 

can be filed. In relation to digital banking services, POJK no. 12/POJK.03/2018 concerning the 

Implementation of Digital Banking Services by Commercial Banks has its own chapter, namely 

Chapter V, which regulates customer protection. Article 21 paragraph (1) regulates that "banks 

providing digital banking services are required to implement consumer protection principles as 

regulated inBOY regarding consumer protection in the financial services sector." Banks are also 

required to "provide customer inquiry and/or complaint services that operate 24 (twenty four) hours a 

day." 

Based on the description above, in carrying out digital banking services, banks are required to 

implement effective risk management and legal protection. This is very important for operational 

continuity and even the reputation of the organizing bank itself. When providing digital banking 

services, customers generally use them to make online transactions, transfer funds to other accounts or 

shop on e-commerce, for example. This activity is classified as an electronic transaction. According to 

the ITE Law, business actors who offer products through electronic systems must provide complete 

and correct information regarding contract terms, manufacturers and the products offered. Knowing 

this, banks that act as business actors must provide very clear and detailed information regarding the 

flow of use of services and the risks that may occur, so that customers can carry out electronic 

transactions while upholding transaction security for themselves. Because basically, if using digital 

banking services requires customer personal data information via electronic media, this must still be 

done with the consent of the person concerned. Responsibility for the legal consequences that arise 

when carrying out electronic transactions depends on who carries out the transaction, this is divided 

into several conditions: (Putra, 2020) 

1.   If the losses experienced by customers using digital banking services occur due to their 

own mistakes, then the legal consequences in carrying out electronic transactions are the 

responsibility of the parties to the transaction (customers). In other words, customers 

cannot submit claims to the bank and the bank does not have to provide compensation, 

but the bank still needs to provide assistance for solutions experienced by customers; 

2.   If losses occur and are carried out through the granting of power of attorney, all legal 

consequences in carrying out electronic transactions through digital banking services are 

the responsibility of the power of attorney (Pratiwi, 2018); And 
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3.   When done through an electronic agent, all legal consequences in the implementation of 

electronic transactions become the responsibility of the electronic agent." 

Then, the ITE Law also provides an opportunity for parties who feel their rights have been 

harmed to file a lawsuit, as stated that "everyone can file a lawsuit against a party that operates an 

electronic system and/or uses information technology that causes harm." Apart from that, through 

court, the parties also have the option to resolve their disputes with other alternative dispute resolution 

institutions in accordance with statutory provisions such as arbitration. For this reason, the bank as the 

provider of digital banking services will also impose an obligation on customers to be more alert, 

thorough and careful in using the services it offers. 

Law Number 27 of 2022 concerning Protection of personal data also regulates criminal 

provisions in the event of fraud in personal data and as preventive protection for customers, namely 

where there is an unlawful act in obtaining or collecting personal data with the aim of benefiting 

oneself. be sentenced to imprisonment for 5 (five) years and/or a fine of a maximum of Rp. 

5,000,000,000.00 (five billion rupiah). Acts of disclosing customer personal data are subject to 

imprisonment for a maximum of 4 (four) years and a fine of a maximum of Rp. 4,000,000. ,000.00 

(four billion rupiah), using customer personal data unlawfully is subject to a maximum penalty of 5 

(five) years and a maximum fine of Rp. 5,000,000,000.00 (five billion rupiah). And the act of 

falsifying personal data for unlawful use will be punishable by a maximum of 6 (six) years and/or a 

maximum fine of IDR 6.0OO. 000,000.00 (six billion rupiah). 

In terms of crimefraud carried out on behalf of the Digital Bank, the sanctions imposed are 

only administrative sanctions, namely in the form of a fine of 10 (ten) times the maximum criminal 

fine with additional sanctions such as confiscation of profits, freezing of business activities, 

prohibition of certain actions, closure of business premises, carrying out neglected obligations, 

payment of compensation, revocation of license and/or dissolution of the digital bank. 

Several crucial elements in this theory are contained in the purpose of these regulations, such 

as that the theory is an effort to organize interests, where the government and the authorities 

authorized to make these regulations clearly provide a division of power for each institution in making 

regulations in accordance with its authority. This division is carried out by limiting certain interests in 

an organized manner so as to be able to create a good legal protection system for customers. Another 

element of this theory is that the community, in this case the customer, can enjoy the legal rights that 

are properly owned and given to them. Realization of legal protection for customersFraud and 

phishing that occurs in Digital Bank transaction activities can be seen from how the government and 
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authorities in the Financial Services sector are trying to regulate and limit various interests and powers 

so that they do not collide with each other and are optimally organized. 

Efforts to protect customers are also guaranteed to be realized by seeing how the government 

and competent authorities enforce sanctions provisions for anyone who violates these provisions as 

one of the preventive measures for prevention and control. However, in its application and 

implementation, several factors and aspects are still found that are not implemented in accordance 

with the regulations that regulate it, where in the event of fraud, the authorized institutions in the 

financial services sector are too lax in thoroughly investigating the perpetrators, so this results in no 

deterrent effect. for the perpetrator and causes the crime to continue and never stop and customers will 

always be at risk of loss. 

The Urgency of Improving Cybersecurity in the Digitalization Process in Mobile Banking for 

Legal Protection of Customers 

The demands of the times ultimately encourage the financial sector to provide fast, efficient 

and safe services, giving birth to new business models, especially banking institutions. Banks as 

intermediary institutions need to participate in innovation in accordance with developments and 

demands of the business environment in order to optimize their contribution to national economic 

stability and growth. This is in accordance with the Bank's function, namely collecting funds and 

channeling public funds to improve the standard of living of the wider community. The use of 

Information Technology (IT) in banking operational activities can be reflected in non-face to face and 

paperless document systems that utilize certain hardware and software. The services provided by 

banks today have also entered the digitalization era, such as providing payment services viaAutomated 

Teller Machine (ATM) mobile banking, internet banking, Quick Response Code Indonesia Standard 

(QRIS) and the use of IT to support banking operational activities. 

One of them is digital transformation in carrying out the principle of getting to know 

customers from previously based on conventional orCustomer Due Diligence (CDD) beCustomer Due 

Diligence electronically. The legislation itself does not differentiate between the definition of 

conventional CDD and electronic CDD. Therefore, the meaning still refers to what is meant by 

customer due diligence or CDD as defined in Article 1 number 11 POJK No. 23/POJK.01/2019 

concerning Amendments to POJK No. 12/01/2017 concerning Implementation of the Anti-Money 

Laundering and Prevention of Terrorism Financing Program in the Financial Services Sector, namely 

"Identification, verification and monitoring activities carried out by the Bank to ensure transactions 

match the profile, characteristics and/or transaction patterns of customers or prospective customers .” 
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Electronic CDD is based on technologyartificial intelligence is a human creation that is not 

immune from cyber risks. One example of cyber risk that is a challenge for the electronic CDD 

process includes leaks of customer personal data information, identity theft, account takeover attacks, 

and deepfake technology which allows someone to impersonate a legitimate customer. Like the 

identification and verification process in electronic CDDs, deepfakes are the result of 

programmingartificial intelligence with an algorithm that is able to manipulate faces in photos or 

videos to manipulate a person's voice to resemble someone else's, where the results will be very 

accurate and detailed like the original. (Westerlund, 2018) 

Based on this, basically Digital Banks are classified as financial services sector entities that 

carry out banking activities by utilizing sophisticated technology where all banking access and 

procedures are carried out using the internet network, basically Digital Banks are a form of 

digitalization of conventional banks that previously existed in Indonesia with the aim of attracting 

more markets to use bank products and services and by offering convenience so that they can be 

accessed and reached by anyone from anywhere. However, as time goes by digital and technological 

developments encourage Digital Banks to form various services that are more integrated compared to 

conventional banks where there are several products and/or digital services which are new forms of 

products and services and are original to Digital Bank only, including products and/or services 

developed by Digital Bank. 

With various intensive developments of new information systems, products and services 

developing in this Digital Bank, it creates a lot of great potential that is almost unlimited, but the 

rapidly developing technology also directly poses challenges for regulators, namely the competent 

authorities in the sector, business players in this is the Digital Bank itself, as well as the public or 

customers. This certainly raises the challenge of finding ways to regulate digital banking activities 

with these innovations and how to create digital technology by emphasizing more benefits for all 

parties and by paying attention to risk factors for failure and dangers that could be detrimental. In 

other words, this innovation is double-edged, where the advantages and disadvantages are equally 

great. (Jon Truby, 2020) 

In implementing this technology, the competent authorities in the financial services sector 

must be able to pay attention to factors that are profitable and can take place safely and beneficially 

for all parties. Therefore, it is necessary to look for new instruments for regulating digital technology 

that can answer the interests of all parties. One of the tools used for regulation is the Regulatory 

Sandbox, where this regulatory tool model aims to encourage innovation activities by allowing 

business entities to test offers provided to customers to be safe and provides an example of a shift 
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from traditional regulatory approaches and represents an effort to embrace the principles of proactive, 

dynamic and responsive regulation. This Regulatory Sandbox regulatory tool model was first 

launched in the UK in 2016, at which time this model was successfully implemented in countries 

around the world such as Singapore, Australia, UAE, USA and several other European Union 

countries. (Elizaveta Gromova, 2020) 

One of the impacts of the widespread use of technology and digital media is weaknesses 

and/or cyber security which causes many losses, so there is great hope that this regulation can be a 

support for innovators to carry out experiments in technology products and/or services and test them 

directly in the market on customers and It is also hoped that it will be able to reduce the impact of the 

absence of regulation in the digital economy. Scheme onRegulatory Sandbox This is to enable testing 

of Digital Bank products and/or services before entering or being applied to customers on a large 

scale, where the test results can also be used as a study and evaluation for the regulatory framework 

related to the suitability and security of electronic and digital systems. (Patrick Bernard Washington, 

2022) 

The aim of establishing and implementing the Regulatory Sandbox is basically to create an 

adequate legal basis for regulation of the digital era by state institutions and authorities in the financial 

services sector who have a role in further technological development, where this regulation is also 

intended as a modern effort.Smart Regulation, Good Governance, and Agile Governance where 

regulations and government management must be flexible and sensitive to existing transformation 

processes and based on new methods and models. Where this regulatory concept is based on the aim 

of rapid development and intelligent regulatory tools that support digital technology innovation. 

(Faykiss, 2018) 

Regulatory sandbox It is also a form of legal umbrella in dealing with the spread of digital 

technology which causes the emergence of new ways in the means of digital applications or services, 

by inheriting international or foreign experience in digital technology settings which makes it possible 

to define several general approaches in one setting. According to several experts, implementing this 

regulatory approach is a difficult matter for the competent authorities in the financial services sector, 

but considering the need to strike a balance between freedom of innovation and the risks and dangers 

that come from the unregulated use of digital technology innovations, this has prompted the 

government to look for an approach new regulations regarding innovation. 

There is one type of approach in forming this regulation, namely "Cautious Permissiveness 

Through Flexibility and Forbearance” where in this approach the implementation of regulations is 

carried out by involving the softening or relaxation of existing rules in certain contexts, where this 
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approach is widespread throughout the world and is applied when encouraging the development of 

innovation. Whereas this approach is aimed at establishing new regulatory tools for technological 

innovation, when looking for new regulatory tools modern countries consider tools such as 

deregulation, co-regulation, risk-based regulation, or compliance-based regulatory tools. 

Apart from that, the Bank cannot turn a blind eye to cases of technology that continues to 

develop, such asdeepfake which has occurred, especially in the verification processmobile banking. 

Banks need to consider misuse of technologydeepface as well as the development of AIR as a form of 

operational risk that may be faced. Therefore, Banks are mandated to always implement the principles 

of good IT governance and risk management. Furthermore, banks are not only required to have good 

IT infrastructure. However, it is also necessary to maintain the security of its electronic systems and 

have the ability to detect and recover after a cyber incident occurs. POJK PTI has regulated matters 

that banks must pay attention to and prepare for implementing IT. 

So banks are obliged to maintain their IT cyber resilience by identifying assets, threats and 

vulnerabilities. Furthermore, Banks are also required to carry out asset protection, cyber incident 

detection, and cyber incident response and recovery. Each of these processes has its own function in 

maintaining cyber resilience. For example, in the process of identifying assets, threats and 

vulnerabilities, the Bank will carry out an inventory and assessment of the hardware, software, 

network and infrastructure it owns. Later, the Bank will carry out cyber security testing on these IT 

assets. Furthermore, Banks are required to implement security controls on IT assets based on the 

results of previously conducted cyber security tests. Another example, in the cyber incident detection 

process, the Bank needs to monitor suspicious activity and ensure that the Bank's IT system can detect 

suspicious activity in a timely manner. Furthermore, the Bank needs to ensure that the handling of 

cyber incidents is effective so that it can prevent disruption to the Bank's overall operations 

  

4. CONCLUSION 

As time progresses, there are more and more opportunities for people to abuse this 

convenience in order to make things easier for themselves. Indeed, there must be preventive methods 

for banks, related authorities and also customers to maintain usagemobile banking which is a digital 

banking service. Realization of legal protection for customersfraud orcybercrime What happens in 

Digital Bank transaction activities can be seen from how the government and authorities in the 

Financial Services sector attempt to regulate and limit various interests and powers so that they do not 

collide with each other and are optimally organized. Efforts to protect customers are realized through 

the Government and Authorities who have the authority to enforce Sanction provisions for anyone 
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who violates these provisions as one of the preventive measures for prevention and control. However, 

in its application and implementation, several factors and aspects are still found that are not 

implemented in accordance with the regulations that regulate it, which in the event that this 

occursfraud orcybercrime by Internal Banks that carry out Digitalization themselves, as well as 

Institutions authorized in the financial services sector are too lax in terms of thoroughly investigating 

the perpetrators, so that this results in no deterrent effect for the perpetrators and causes these crimes 

to continue and never stop and customers will always remain threatened with loss. 

In practice, due to the many risks that arise from providing Mobile Banking services, these 

risks are still often realized. However, Commercial Banks are obliged to carry out their business 

activities with caution and implementationGood Corporate Governance, Risk Management and 

Consumer Protection will be better prepared to face various risks arising from the provision of Mobile 

Banking services. Commercial Banks are expected to continuously implement the Prudential Principle 

and pay attentionGood Corporate Governance, Risk Management, and Consumer Protection in 

providing servicesMobile Banking because if this is not done then the loss will be felt not only by 

service users but the Commercial Bank itself as the service provider, as can be seen in the case 

examples in the decision, not only service users will experience material losses but the Commercial 

Bank's reputation can also be tarnished by the occurrence of the incident. like that. 

Mechanism of the trial systemRegulatory Sandbox This allows innovators to receive various 

guidance from the competent authority regarding their products and/or services that contain digital 

financial innovation, generally the competent authority can provide direction and interpretation 

regarding legal requirements where the provisions of the law that regulates whether a digital 

innovation is appropriate or not regulated, it is possible that with this process the competent authority 

can also provide an overview of developments and opportunities to develop digital financial 

innovation to be more advanced. It is also possible for innovators to receive suggestions from 

authorities in terms of developing global innovation where there are innovation centers which 

generally only have connections with competent authorities, so that indirectly this trial process also 

provides great opportunities for innovators to collaborate in developing its innovations as widely as 

possible, even to the international level. 

In terms of digital finance, Indonesia does not yet have related laws, but the adoption of 

regulations related to the Regulatory Sandbox is a form of government effort in terms of readiness to 

create a legal framework related to the implementation of digital financial products and/or services by 

Digital Banks, where digital technology is improving. which has a big impact on the Indonesian 
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economy. Where the trial system in this regulation is expected to help innovators, in this case Digital 

Banks, can be encouraged to develop innovation continuously, feasible and safe. 
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